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ABSTRACT

This paper presents a methodology for random testing of
software models. Random testing tools can be used very
effectively early in the modeling process, e.g., while writ-
ing formal requirements specification for a given system.
In this phase users cannot know whether a correct opera-
tional model is being built or whether the properties that
the model must satisfy are correctly identified and stated.
So it is very useful to have tools to quickly identify errors
in the operational model or in the properties, and make ap-
propriate corrections. Using Lurch, our random testing tool
for finite-state models, we evaluated the effectiveness of ran-
dom model testing by detecting manually seeded errors in
an SCR specification of a real-world personnel access control
system. Having detected over 80% of seeded errors quickly,
our results appear to be very encouraging. We further de-
fined and measured test coverage metrics with the goal of
understanding why some of the mutants were not detected.
Coverage measures allowed us to understand the pitfalls of
random testing of formal models, thus providing opportuni-
ties for future improvement.

Categories and Subject Descriptors

D.2.1 [Software Engineering]: Requirements / Specifica-
tions; D.2.4 [Software Engineering]: Software / Program
Verification; D.2.5 [Software Engineering]: Testing and
Debugging

General Terms

Experimentation, Verification, Performance

Keywords

random testing, model testing, formal methods

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
RT’06, July 20, 2006, Portland, ME, USA
Copyright 2006 ACM 1­59593­457­X/06/0007 ...$5.00.

1. INTRODUCTION
Software systems pose significant challenges for their qual-

ity assessment. This is mainly caused by the prohibitive
complexity of any practical software application. Despite
the enthusiasm in the research community about the de-
velopment of formal methods for software verification and
validation, they are rarely used in industry due, in part, to
scalability problems. Many software applications are sim-
ply too large for most formal verification approaches and
tools. Consequently, testing is the dominant methodology
currently used in industry to assess the quality of software.

Software testing has a well known set of limitations. It is
incomplete, so not finding a fault during the testing phase
does not imply that the program is fault-free. If performed
manually it leads to increased costs of the software devel-
opment process since it is labor intensive and depends on
the specialized skills of the testers to find bugs in the code.
Thus, the tendency is to automate the testing process, either
by creating automated test case replay tools, or by randomly
generating input sequences and using an oracle to validate
the correctness of the output.

In the case of the replay tools, the burden is moved to
creation of the test case database and its maintenance as
the system evolves. Random Testing [14] on the other hand
can generate a large number of input cases automatically.
However, the development of the oracle that would detect
erroneous results of test executions is difficult for any prac-
tical system. If the oracle produced too many false positives
needing human review and resolution, it would significantly
increase the cost. Any number of false negatives leads to
decreased efficiency and undetected faults.

One approach to the oracle problem, especially in the do-
main of high assurance systems, is to use software require-
ments specifications written in some formal notation as an
oracle [4, 23]. The main assumption in this methodology
is that the formal model of the system representing the re-
quirements specification is “correct.” Having a correct for-
mal model can be very beneficial in the software develop-
ment process since it can be used for automated generation
of tests based on defined coverage metrics on the model [10],
or it can be used for automated generation of source code
which might represent an initial implementation of the sys-
tem [19]. The focus of our research, therefore, are practical
methodologies for verification of formal software models.

A specifier, based on the informal specification from the
user (or the domain expert), writes the formal system spec-
ification. This formal specification is based on the mental
model (understanding of the system) that the specifier de-



velops. It should be complete, minimal and consistent with
respect to the domain expert’s informal specification. Af-
ter the mental model has been developed it is mapped into
a formal domain, usually written in some form of formal
notation or a domain specific language (eg. Software Cost
Reduction (SCR), Z, Relational Specifications, etc.)

There are two sources of errors that can arise during the
formalization process. The first source is the incomplete
understanding of the informal specification (or the domain)
resulting in the development of an incorrect system model.
Second, the specifier can introduce errors by incorrectly map-
ping the (possibly correct) mental model into the formal
domain. Both of these types of errors can be discovered to
some extent by consistency and completeness checks and this
procedure can be automated [16]. However, completeness
and consistency are necessary but not sufficient conditions
in assuring that the developed model is correct.

The formalization process maps informal knowledge to the
formal domain and consequently it is impossible to perform
verification between the both. In order to perform verifica-
tion we must define redundant formal properties which the
requirements specification must satisfy (e.g. temporal logic
formulas used in model checking, or first order logic formulas
used in SCR.) The developed system model is then verified
against the specified properties in order to demonstrate its
correctness.

There are many different tools available for verifying soft-
ware models. Some have been designed to find relatively
simple errors in very complex models or even code, e.g., com-
pilers and integrated development environments that detect
common structural errors. Other tools are capable of finding
very complex errors in simpler abstract models, e.g., model
checking tools for automated verification of temporal logic
properties [8,18]. There are also various kinds of hybrid tools
between these two extremes, targeting different kinds of er-
rors and models at different levels of complexity [2, 11,24].

Some software specification and development frameworks
make several complementary verification approaches avail-
able [9,13,15]. We have been working with one such frame-
work, the SCR (Software Cost Reduction) Toolset [15], which
can be used to automatically generate and test models us-
ing various tools including Salsa [6], SPIN [18], SMV [7,20]
and TAME [5]. Using the SCR Toolset in combination with
these verification tools makes it possible to find many differ-
ent types of faults or prove complex correctness properties
in specifications written using the tabular SCR notation.

A typical SCR requirements specification consists of two
parts: a description of the operation of the system and a
property-based part describing the properties that the sys-
tem must satisfy. The operational part represents the sys-
tem as a finite-state machine through SCR tables. The
property-based part is made up of first order logic formulae
representing state or transition (two-state) invariants that
must hold for the system. Having these two parts makes
it possible to verify an SCR requirements specification by
detecting possible inconsistencies between the operational
model and the properties. These inconsistencies might be
caused by errors in the operational model or incorrectly
stated properties. Thus, the set of properties basically repre-
sent an oracle used for verification of the operational model
of the system.

Our motivation is based on observation that random test-
ing tools like Lurch (see [22] and the description below) can

be used most effectively early in the modeling process, e.g.,
while writing the SCR requirements specification for a given
system. In this phase we are still not sure if we have cor-
rectly identified or stated the properties that the model must
satisfy or built the correct model. So it is useful to have a
way to quickly identify errors in the operational model or
in the properties themselves, and make appropriate correc-
tions. As we get closer to a final version of the SCR require-
ments specification, having corrected the errors detected by
incomplete tools like Lurch, we can then apply complete
verification tools like SPIN, if feasible, to demonstrate the
consistency between the operational model and the stated
properties.

The paper is organized as follows. Section 2 describes the
Lurch tool for random testing of software models. Section
2.4 explains how we are using the SCR Toolset’s Promela
translator to produce Lurch models. Section 3 describes the
experiments in which we evaluated the effectiveness of our
random testing methodology in detecting seeded errors in
models generated from the SCR Toolset. The PACS system
used for the case study is described in section 3.1. Section
3.2 presents the results obtained from the experiment. In
section 3.3 we explore the induced coverage of the performed
random tests. Finally, the conclusions and suggestions for
future work are given in section 4.

2. RANDOM TESTING OF SOFTWARE

MODELS WITH LURCH
In this section we describe Lurch [22], our prototype sim-

ulation tool for random testing and debugging of models
of finite-state concurrent systems. Although Lurch’s explo-
ration of the state space is not exhaustive, it can be used
to detect errors in large systems quickly using much less
memory than any complete-search alternatives.

2.1 Example Input Model
Figure 1 shows a simple finite-state model written for

Lurch. The model in Figure 1 originates from a Promela
(the input language for the model checker SPIN [18]) model
in [17]. The model begins with C code, which may be re-
ferred to in the model (the special function before() is called
by Lurch internally to set C variables to their initial val-
ues). After the %% symbol, finite-state machines are listed;
a blank line indicates the beginning of a new machine, and
the first state listed in each machine is defined to be the
initial state. Each line in a machine description represents a
transition and has four fields: the current state, input con-
ditions, output or side affects of the transition, and the next
state. The final line represents a safety property: the transi-
tion from ok to fault is enabled if the first two machines are
both in their critical sections (acs and bcs) simultaneously.
State names that begin with an underscore are recognized
by Lurch to represent faults. The “-” symbol in the input
or output fields denotes that the transition has no input
condition or produces no outputs.

2.2 Basic Search Procedure
Figure 2 shows the core random search procedure used by

Lurch. Lurch uses a Monte Carlo, not Las Vegas, random
search algorithm [21] in contrast to, for example, a random
depth-first search, in which all nodes are explored but the
order is random. Where random search has been used re-
cently in model checking by others, e.g., [13], it has been



#define FALSE 0
#define TRUE 1
enum { A, B } turn = A;
int a = TRUE, b = TRUE;
void before() { turn = A; a = b = TRUE; }

%%

a1; -; {a = TRUE;}; a2;
a2; -; {turn = B;}; a3;
a3; (!b); -; acs;
a3; (turn == A); -; acs;
acs; -; {a = FALSE;}; a5;

b1; -; {b = TRUE;}; b2;
b2; -; {turn = A;}; b3;
b3; (!a); -; bcs;
b3; (turn == B); -; bcs;
bcs; -; {b = FALSE;}; b5;

ok; acs,bcs; -; fault;

Figure 1: Lurch input model representing Dekker’s
solution to the two-process mutual exclusion prob-
lem (translated from a Promela model written for
the model checker SPIN [17]).

primarily the Las Vegas approach; this is fundamentally dif-
ferent from our approach as it requires the record keeping of
conventional deterministic model checking (the search must
keep track of states previously visited) and therefore can not
scale to models as large.

The main search procedure is shown in lines 11–20. User-
defined parameters max paths and max depth (line 11) de-
termine how long the search will run. max paths is the num-
ber of iterations, each of which generates a path from the
initial global state through the global state space. Path
length is limited by max depth, although shorter paths may
be generated if a global state is reached from which no more
transitions are possible. Lines 13–14 set all machines to
their initial local state. The state vector (line 14) includes
an entry for each machine in the system. The value of a
particular entry represents a local state, i.e., a state in a
machine actually enumerated in the input model; a global
state is a tuple with a local-state value for each machine.
Lines 15–20 generate a path of global states, checking each
state to see if it represents a fault.

The step function (lines 1–6) inputs a queue of unblocked
transitions and the state vector, pops the first transition
from the queue (when the queue is generated, transitions
are pushed in random order), and modifies the state vec-
tor according to the effect of the transition. The queue is
emptied in lines 5–6.

The check function (lines 7–10) checks the current state
to see if it represents a fault. The state is checked for:

• Local state faults, e.g., assertion violations;

• Deadlocks—if, at the end of a path, any local state
is not a legal end state, the global state represents a
deadlock;

• Cycle-based faults, including no-progress cycles and
violations of user-specified temporal logic properties,
which are represented by acceptance cycles.

To do cycle detection Lurch stores a hash value for each
unique global state in the current path. This requires some

1 step(Q, state) {
2 if(Q not empty)

/* pop the first transition */
3 tr ← pop(Q)

/* modify state vector accordingly */
4 execute outputs(tr, state)

/* empty the queue */
5 while(Q not empty)
6 pop(Q) }

7 check(state) {
8 local fault check(state)
9 deadlock check(state)

/* cycle check requires storage of hash values */
10 cycle check(state) }

11 main(max paths, max depth) {
12 for(i ∈ max paths)

/* set all machines to initial state */
13 for(m ∈ machines)
14 state[m] ← 0

/* generate a global state path */
15 for(d ∈ max depth)
16 for(tr ∈ transitions)

/* see if transition is blocked */
17 if(check inputs(tr))

/* if not, put it in the queue at random index */
18 random push(Q, tr)

/* get next global state */
19 step(Q, state)

/* see if next state represents a fault */
20 check(state) }

Figure 2: Lurch’s random search procedure.

additional time and memory and can be turned off if the
user is not interested in looking for cycle-based faults. Us-
ing the hash value storage needed for cycle detection, we
implemented in Lurch an early stopping mechanism that
works in the following way: for each path generated, we
save hash values for all unique global states visited (this is
done already for cycle detection) and compare the number
of collisions to the number of new values. When the per-
centage of new values drops below a user-defined saturation
threshold (default is 0.01 %), the search is terminated. In
our experiments, saturation is usually achieved quickly; also,
when Lurch is allowed to run to saturation it nearly always
produces consistent results.

2.3 Ordered Execution of (e.g., hierarchical)
Machines

If the search function presented in Figure 3 is used instead
of the one in the original search procedure (lines 11–20 in
Figure 2), Lurch can simulate the execution of hierarchical
finite-state machine models. The code is very similar and
involves addition of a for loop after line 15 and change to
line 17 of the original search function. In this type of models
transitions are divided into groups, and groups are ordered
according to a hierarchy. The first group in the hierarchy
always goes first, the second group always goes second, and
so on. Lurch uses this scheme to separate Büchi automata,
used to represent temporal logic property violations, from
the rest of the machines in the model. In this way the Büchi
automaton is executed as a sort of observer of the rest of
the system: at the end of each time tick, when all other
machines have finished doing whatever they are going to do,
the Büchi automaton is given a chance to react to what’s
happened. In addition, the Lurch models for the experi-



1 main(max paths, max depth) {
2 for(i ∈ max paths)

/* set all machines to initial state */
3 for(m ∈ machines)
4 state[m] ← 0

/* generate a global state path */
5 for(d ∈ max depth)

/* process one transition group at a time */
6 for(g ∈ groups)
7 for(tr ∈ transitions)

/* see if transition is from wrong group or blocked */
8 if(check group(g, tr) ∧ check inputs(tr))

/* if neither, put transition in queue */
9 random push(Q, tr)

/* get next global state */
10 step(Q, state)

/* see if next state represents a fault */
11 check(state) }

Figure 3: Search function modified for hierarchical
machines.

ments described in this paper used hierarchical finite-state
machines to represent SCR specifications, in order to enforce
the dependency order assumed by SCR.

2.4 SCR to Promela to Lurch Translation
SCR specifications and Lurch models are similar in some

ways, but we found that translating from the Promela code
automatically generated by the SCR Toolset was much eas-
ier than translating directly from SCR. The Promela gen-
erator already solves the two main challenges for SCR to
Lurch translation:

• The dependency order for execution of individual finite-
state machines is not specified directly in the SCR
specification, but must be included explicitly in the
Promela (or Lurch) model.

• SCR allows transitions to be triggered based on the
value of the current and previous state of the system.
Promela (and Lurch) transitions are based on the cur-
rent state only, so a copy of the previous state must
be included as part of the current state.

The SCR Toolset’s Promela generator lists machines in
dependency order and declares a VAR NEW and VAR OLD
for each variable in the system. It is also easier to translate
from Promela to Lurch because Promela uses the same syn-
tax for macro definitions and boolean expressions (C syn-
tax). Finally, because Promela model is auto-generated, the
Lurch translator does not need to be able to translate arbi-
trary Promela code (a much bigger challenge). Instead, the
Lurch translator can count on certain parts of the Promela
model always being written in a specific way, with the same
comments marking the sections every time.

3. EXPERIMENTAL RESULTS
We used two different tools for our case study dealing with

the verification of the SCR requirements specification of the
Personnel Access Control System (PACS):

• Lurch, our random testing and exploration tool,

• SPIN, a complete model-checking tool.

Figure 4: Visual Interface for the PACS specifica-
tion.

Lurch is used for random testing and debugging of finite-
state concurrent systems. Its purpose is to quickly identify
errors. It has low memory requirements even for the analysis
of large systems. SPIN is a well known model-checking tool
that supports different verification techniques (e.g. simula-
tion, exhaustive verification by complete state-based search,
approximative verification by state hashing). For the pur-
poses of this study we were interested in the exhaustive veri-
fication provided by SPIN: we used it as a safe-guard against
the errors which were missed by Lurch. Our intention was
to demonstrate that by using incomplete verification tools
like Lurch we can quickly identify many errors, limiting the
need to repeatedly perform complete verification.

3.1 PACS SCR Specification
The SCR specification of Personnel Access Control Sys-

tem (PACS) originates from a prose requirements document
from the National Security Agency [1]. The SCR specifica-
tion had been derived to demonstrate how to write a high
quality formal requirements specification of a secure access
system. Figure 4 presents a visual interface used for simu-
lation and testing of the developed PACS specification.

PACS checks information on magnetic cards and PIN num-
bers to limit physical access to a restricted area to autho-
rized users. To gain access, the user swipes an ID card con-
taining the user’s name and Social Security Number (SSN)
through a card reader. After using its database of names
and SSNs to validate that the user has the required access
privileges, the system instructs the user to enter a four-digit
personal identification number (PIN). If the entered PIN
matches a stored PIN in the system database, PACS allows
the user to enter the restricted area through a gate. To
guide the user through this process, the PACS includes a
single-line display screen. A security officer monitors and
controls the PACS using a console with a second single-line
display screen, an alarm, a reset button, and a gate override
button.

To initiate the validation process, the PACS displays the
message “Insert Card” on the user display and, upon de-
tecting a card swipe, validates the user name and SSN. If
the card is valid, the PACS displays “Enter PIN.” If the



card is unreadable or the information on the card fails to
match information in the systems database, the PACS dis-
plays “Retry” for a maximum of three tries. If after three
tries the user’s card is still invalid or there is no match, the
system displays “See Officer” on both the user display and
the officer display and turns on an alarm (either a sound
or light) on the officer’s console. Before system operation
can resume, the officer must reset the PACS by pushing the
reset button. The user, who also has three tries to enter a
PIN, has a maximum of five seconds to enter each of the
four digits before the PACS displays the “Invalid PIN” mes-
sage. If an invalid PIN is entered three times or the time
limit is exceeded, the system displays “See Officer” on both
the user and the officer display. After receiving a valid PIN,
the PACS unlocks the gate and instructs the user to “Please
Proceed.” After 10 seconds, the system automatically closes
the gate and resets itself for the next user.

3.2 Random Testing Results
We created 50 error-seeded versions of the specification.

Each error-seeded specification contained one error not de-
tectable by automatic checking features of the SCR Tool.
For example, since syntax errors or errors involving circular
dependencies are detectable by the SCR Tool, we did not
use these for seeding. The mutation operations used were:

1. Change of operators;

2. Change of boolean and integer values;

3. Change of variable names.

The seeded errors were not based on expert knowledge of
the system. We expect our results would be similar to larger
scale experiments in which the same kind of mutations would
be done automatically [3].

We used the translation tools described above to create
SPIN and Lurch versions of each error-seeded specification.
All error-seeded SCR specifications resulted in syntactically
correct SPIN and Lurch input models. We then ran SPIN
and Lurch on the 50 error-seeded specifications.

To give an idea of the scale of the experiments, for a verifi-
cation run of the Promela model generated from the original
correct SCR specification SPIN explored 180 million states.
Without compression verification would have required 6.8
GB of memory. In order to perform a full verification run
we used the minimized automaton compression option, set
for a state vector of 44 bytes, and had to increase the depth
limit for the search to 3.2 million steps (default is 10,000).
With these settings SPIN was able to explore the complete
state space. The verification run took about 30 minutes on
a 2.5 GHz desktop machine with 512 MB of memory.

SPIN with the settings appropriate to perform the com-
plete verification, detected property violations in 43 of the
50 specifications. We assume that for the remaining 7 spec-
ifications the seeded errors did not cause violations of any
specified properties and consider that they are equivalent to
the original correct specification. All defined properties for
the PACS specification were simple safety properties, repre-
sented as assertions in the SPIN and Lurch models.

For 35 of the 50 error-seeded specifications, Lurch de-
tected a property violation. Because of Lurch’s incomplete
random search, it is possible to obtain different results in dif-
ferent runs. So we ran Lurch 10 times on each specification,
with default options (including the “saturation” stopping

Table 1: Event table for the tNumCReads variable.
tNumCReads Event Function

Modes for Events
mcStatus
CheckCard @T(mCardValid) @F(mCardValid)

OR @C(mReset)
Error @C(mOverride) NEVER

OR @C(mReset)
ReEnterCard @C(mReset) NEVER
tNumCReads’ = 0 tNumCReads + 1

criterion described previously). The maximum time for any
Lurch run was about 15 seconds. For all but two of the
specifications, Lurch found violations in either all or none of
the runs. We counted Lurch as detecting violations only if
they were found in all ten runs.

Consequently, the random testing approach in Lurch was
successful in identifying 81.39% of the mutants. The average
time required to detect a seeded fault by Lurch was 3.7 sec-
onds, much faster than the average time of fault detection
by SPIN, which was 76.8 seconds.

3.3 Induced Coverage on SCR models
As a second part of the experiment we wanted to take a

closer look at the induced structural coverage of the per-
formed tests on the PACS SCR model. First we should
define the structural coverage of interest.

The underlying SCR model represents the environmen-
tal quantities as monitored and controlled variables. The
environment non-deterministically produces a sequence of
input events, i.e., changes in some monitored quantity. The
system, represented in the model as a finite state machine,
begins execution in some initial state and then responds
to each input event by changing its state and, possibly, by
producing one or more output events. An output event rep-
resents a change in a controlled quantity.

An assumption of the model is that with each state tran-
sition exactly one monitored variable changes the value. To
concisely capture the system behavior, SCR specifications
may include two types of internal auxiliary variables: terms,
and mode classes whose values are modes. Mode classes and
terms often capture historical information.

To construct the state transition function, SCR uses com-
position of smaller functions described in a tabular notation,
thus improving the readability and understandability of the
developed specification. There are three kinds of tables in
SCR requirements specifications, event tables, condition ta-
bles, and mode tables. These tables describe the values of
each dependent variable, that is, each controlled variable,
mode class, or term.

Based on the conditions or events that become true, the
variables are changed according to their table definitions.
Each table cell specifies a guarded condition that must hold
true in order for the variable to be assigned some new spec-
ified value. Table 1 presents the event table for the tNum-
CReads term variable. This variable counts the number of
unsuccessful card reads for the current user trying to obtain
access through the system (see Section 3.1 describing the
PACS system). Depending on the current value of the mc-
Status variable and the events described in the cells of the
table, tNumCReads is either set to zero or increased by one.



Table 2: Cumulative coverage of a single Lurch run on the correct PACS specification.
Cell 1 2 3 4 5 6

True False True False True False True False True False True False

mcPIN 3762 145220 1078 18885 242 4334 225 4351 60 996 57 999

mPINInput 12 25043

mcStatus 12685 75881 3758 45614 12 25803 5 35 2 31 3206 46166

cGate 75 175071 175071 75

cGuardAlarm 63 175083 175083 63

cGuardDisplay 12443 162703 13 175133

cUserDisplay 12434 162712 3206 171940 3758 171388 4 175142 14 175132 13 175133

tNumCReads 10921 10323 3219 18025 13 6 0 19 1563 3183 0 4746

tNumPReads 8 11 4 15 13 12 0 25 4 2 0 6

The keyword NEVER denotes an event which can never be-
come true. For the details on SCR and its notation we refer
the reader to [15].

For the purposes of our study we created tools to measure
the branch coverage of each cell in the PACS specification,
i.e. we count how many times each event in the cells was
evaluated to TRUE and to FALSE, when the corresponding
guard condition was satisfied. For example for the cell in the
first row and second column of Table 1 we count how many
times the event @F(mCardValid) is evaluated to TRUE or
to FALSE, when the mcStatus variable is equal to Check-
Card during the execution of the test. If there is no guard
condition (i.e. the table is not set as being dependent on
a specific variable), we consider that the guard is always
satisfied.

Instead of traditional coverage measurement which only
tracks if a construct is exercised at least once, we wanted
to gain more quantitative information about the performed
random tests, i.e. tracking the number TRUE and FALSE
evaluations. The intention was to see if there will be notice-
able differences in the observed coverage measures between
the executions on the correct specification, the detectable
mutants, and the mutants which were undetected.

The input sequences generated by the Lurch tool were ex-
ercised by instrumented simulators of the SCR models track-
ing the previously defined coverage measures. Table 2 gives
the cumulative coverage numbers for portion of the variable
definitions from a single Lurch run on the correct specifica-
tion. Some of the variables have more than 6 cells and we
have truncated the table because of space constraints. The
numbers we use when referring to cells of SCR tables are
assigned left to right, top to bottom starting from 1. For ex-
ample: cell 2 of Table 1 contains the event @F(mCardValid),
and cell 5 contains the event @C(mReset). In Table 2 we can
find the defined branch coverage of all 6 cells of the Table
1 specifying the tNumCReads variable. Note that the cells
having NEVER event (cells 4 and 6) have zeros for their
TRUE coverage measures, since this event can never be-
come true. We can also see that the event @F(mCardValid)
(cell 2 in Table 1) was evaluated to true 3219 times and to
false 18025 times when the mcStatus variable was equal to
CheckCard.

From the Table 2 we can conclude that the uniform ran-
dom testing performed by Lurch does not result in unifor-
mity of the measured coverage across the model. For exam-
ple, notice the difference in the coverage between the tNum-
CReads variable, and the tNumPReads variable. Although
these two variables are very similar (one counts the num-
ber of incorrect card reads and the other counts the num-

ber of incorrect PIN reads) and they have almost the same
specification tables, tNumCReads has been more extensively
covered than tNumPReads. This is caused by the fact that
there is a sequence of specific events in the system that needs
to be executed for a person to be validated. The probabil-
ity of the uniform event generation to explore this sequence
decreases exponentially with its length.

Thus, having parts of the specification receive low cov-
erage makes it possible for errors not to be detected with
the random testing approach. One solution might be to in-
crease the depth of the generated random probes, or to give
Lurch more time to exercise the model, or both. We can
use the defined coverage measures as a stopping criteria to
determine when to stop the random testing.

We compared the induced coverage by the same event
sequence generated by Lurch on the correct specification,
and the faulty specifications with the idea that deviations
might point out the undetected mutant specifications. Our
findings were inconclusive - there were mutant specifications
which had different degrees of deviation of the coverage from
the correct one. We observed faulty specifications with the
same coverage measures as the correct one, as well as faulty
specifications with large difference in the induced coverage
from the correct one. Also, we observed undetected mutants
which had complete branch coverage, i.e. each cell of the
specification was evaluated to TRUE and FALSE at least
once. This leads to the conclusion that the defined branch
coverage should be refined, maybe following the ideas of [25],
or propose different coverage measures.

Another approach to even-out the induced coverage by
random testing tools like Lurch is to use different proba-
bilities for input event generation instead of generating the
input sequences uniformly. The strategy may represent the
operational profile of the system under test. These probabil-
ities can be modeled, for example, by using Markov models
as described in [26].

In our case study with PACS specification there are two
variables, mReset and mOverride, which have low probabil-
ity of occurrence in the real system - less than 1%. But, they
have a very significant effect on taking the system to the ini-
tial state. So, during the course of experiments, change in
one of these two variables severely limits the depth of our
exploration. As a crude experiment we removed the gen-
eration of these events from the Lurch model. This simple
change resulted in successful identification of the remaining
8 mutants which were not detected when the two variables
were present in the tested specification.



4. CONCLUSION AND FUTURE WORK
We presented the methodology and tools for random test-

ing of formal software models. Although simple, random
testing approach is demonstrated to be effective in the early
phases of formal modeling by identifying faults and incon-
sistencies between the operational and the property based
description of the system. Because of the inherent incom-
pleteness of the random testing we need to augment our tools
by using complete verification tools, like SPIN, in the later
phases of the model development. However, we note that
this is not always feasible - due to the large state spaces of
practical software systems, current complete model checking
approaches often hit the state explosion barrier and can not
be applied.

For this purpose we plan to investigate further the pro-
posed coverage metrics for SCR formal models. One direc-
tion is to use different input generation statistics, that would
explore the structure of the model more uniformly. The
other goal is to modify our random search methodology to
automatically explore uncovered parts of the model leading
to higher assurance in the correctness of the model under
study. In addition to ideas on how this can be achieved at
the source code level [12], we believe that randomized test-
ing strategies for formal models have an important role in
the system assurance.
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